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Agenda

- State of the Cyber Market: Market Hardening

- Manage Accumulation: Cyber War Exclusion

- Emerging Cyber Topics: Biometrics



Global Cyber Market

▪ 2025: APAC 2bn USD

▪ Dominated by Japan / ANZ

▪ Growth faster than capacity 

▪ Continuous demand from all 

industry groups and company 

sizes

▪ Transparency about the risk 

getting more important
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… And Current Events Require a 

Response
Market Conditions Demand a Long-Term Solution…

Russia Invasion of Ukraine

Insurers are in process of expanding “War 

Exclusions,” “Territory restrictions” and 

“Aggregated/Systemic/Correlated Risk 

Exclusions” in wake of Russia invasion of 

Ukraine

Industry Losses

Equifax: $2.1B

Amazon: $888M

EU GDPR has handed out about $1.2 billion in 

fines since Jan. 28, 2021

Market Hardening



These parts of the cyber risk are deemed to be 

insurable and manageable

Overall MR exposure (measured as a 1-in-1’000 year event loss)

is tracked against a pre-determined group-wide risk appetite

This part of the 

cyber risk is not within 

the risk appetite

5

Major Cyber Accumulation scenarios 

Virus/Malware Cloud outage Data breach

Large-scale outage of 

services such as Cloud 

causing widespread 

business impacts

Global outbreak of 

widespread, untargeted 

self-reproducing 

malware

Multiple insureds are 

affected by a large-

scale data breach attack

Infrastructure Failure

Electrical power supply

Telecommunication & Internet

▪ Infrastructure



“Cyber War”?
2017 with a wakeup call

The NotPetya cyber attack that was originally targeted at Ukrainian 

companies during the Crimean conflict between Russia and the Ukraine.

It was allegedly carried out by threat actors linked to Russian authorities.

The malware (“wiper”) was designed to make computer systems 

irretrievably unusable and rapidly affected numerous companies, private 

and governmental organizations, creating significant economic and 

insured losses across all geographies. 

In the wind-up, standalone cyber policies as well as policies in 

“traditional” Lines of Business (mainly Property) came into focus

(“Silent Cyber”).



Property All Risk policy including explicit coverage for “loss or damage resulting 

from destruction or corruption of computer data or software” 

Exclusion of “Loss or damage caused by hostile or warlike action in times of 

peace or war, (…) by any government or sovereign power (de jure or de facto) (…) 

or by any agent of such government, power, authority or forces”

The court held that “(…) no court has applied a war (or hostile acts) exclusion to 

anything remotely close to the facts herein” and while “(…) cyber attacks of various 

forms Cyber attacks of various forms, sometimes from private sources and 

sometimes from nation-states have become more common (…) Merck had every 

right to anticipate that the exclusion applied only to traditional forms of warfare”.

This argumentation confirms that exposure from state-sponsored cyber

attacks cannot be tackled by using traditional war exclusions in affirmative 

cyber business!

Cyber “War”
Merck v ACE et al., December 6th 2021

This matter, having come before the court on plaintiffs 

motion for partial

Summary judgement declaring that the War or Hostile Acts 

exclusion be deemed inapplicable to

Superior court of New Jersey law division, Union County

Docket No: UNN-L-2682-18

Civil Action

Order:

MERCK & CO., INC., and International Indemnity, LTD.,

Plaintiff,

Vs.

Ace American Insurance Company, et al,

Defendants



“kinetic” in the light of the possibility that there is a catastrophic 

cyber attack which does not include physical operations

Ambiguous with respect to what is considered war in the Cyber 

context and what shall be considered State-sponsored

No standard or industry alignment so

far (“whether declared or not”, “warlike operations”)

Carve back for “Cyber Terrorism” – an instrument to write back 

everything?

“Traditional” War exclusions
Challenges

Consequence of war “the 

kinetic debate”
Acts of foreign enemies, 

hostilities “the grey area/the 

attribution debate”

Declared

“declared war

is rare”

Not apply to cyber terrorism

“can we drive a truck through this 

carveback?”

“Directly or indirectly occasioned by, happening through or in 

consequence of war, invasion, acts of foreign enemies, 

hostilities (whether war be declared

or not), civil war, rebellion, revolution, insurrection, military or 

usurped power or confiscation or nationalisation or requisition 

or destruction of or damage to property by or under the order 

of any government or public or local authority, except that this 

exclusion shall not apply to cyber terrorism”



LMA Cyber War and Cyber Operation exclusions
LMA5567 – No. 4 

Para 1.1 through 1.3 (sequential order reflects severity to a certain extent)

▪ “war” (outright and obvious)

▪ “retaliatory cyber operations by specified states” (exclusion of rocking up 

conflicts between Specified States (based on their operational capacity and/or 

insurance penetration) 

▪ Specified states means China, France, Germany, Japan, Russia, UK or USA.

▪ “cyber operations having a major detrimental impact”

Major detrimental impact 

Sets a deliberately high threshold. Considering this prerequisite before the exclusion 

to be invoked, a situation where an affected state would remain silent on the issue is 

virtually not foreseeable (senior legal sources confirm this view). 

“Cyber Terrorism”

No carve-back needed. Only state-sponsored Cyber attacks (“by or on behalf

of a state”) are excluded. Given the presumably main motivation of terrorists to 

intimidate the public and create havoc one could assume that the outcome of terrorist 

attacks – as desired by the terrorists! – would be property damage and/or bodily 

injury (death).

War, Cyber War and Cyber Operation Exclusion No.4

(For use on commercial cyber insurance contracts)

1. Notwithstanding any provision to the contrary in this, this 

insurance does not cover any loss, damage, liability, cost or 

expense of any kind (together “loss”) directly or indirectly 

occasioned by, happening through or in consequence of

1.1. War or a cyber operation that is carried out in the

course of war; and/or

1.2. Retaliatory cyber operations between any specified

states leading to two or more specified states becoming

impacted states; and/or

1.3. A cyber operation that has a major detrimental

impact on

1.3.1. The functioning of a state due to the direct or 

indirect effect of the cyber operation on the availability, 

integrity or delivery of an essential service in that state; 

and/or

1.3.2. The security or defence of a state

2. Paragraph 1.3 shall not apply to the direct or indirect effect

of a cyber operation on a bystanding cyber asset.

3. The insurer shall have the burden of proving that this

exclusion applies



Biometric defined
Types of Biometrics

Types of Biometrics

• Fingerprints

• Photo and Video

• Physiological recognition

• Voice

• Signature

• DNA

• Typing Patterns

• Physical Movements

• Navigation Patterns

• Engagement Patters

Two distinct Areas

Data Privacy 

Regulation

Increasing 

sophistication of 

attacks

Definition: 

Biometrics are physical or behavioural human characteristics to that can be used to digitally identify a person to 

grant access to systems, devices or data. 



Biometric and Data Privacy Considerations
Legal Perspective 

How are the laws 

embedded? 

Data Privacy Law’s

Biometric Data 

Protection 

Law’s

Most Advanced (US)

States with biometric privacy laws 

currently include California, Illinois, 

Louisiana, New York, Oregon, Texas 

and Washington. At least 11 other 

states have introduced but not yet 

passed legislation on biometric data. 

Illinois’ Biometric Information Privacy 

Act (BIPA) was the first, enacted in 

2008, and remains an influential piece 

of legislation with strict requirements 

on collection, storage and notification.

There is no U.S. federal biometric data 

protection law 

Other Jurisdictions

GDPR: the European Union’s General 
Data Protection Regulation, biometric 
information is considered protected 
information and subject to the data 

privacy law. The data protection 
authorities enforcing GDPR take 

violations of biometric data 
protections very seriously. 

Other jurisdiction: depending on the 
definition of the data protection law it is 
presumed that biometric privacy laws are 

included. 



Biometric in Insurance 
P&C and definition in Cyber

Relevance for P&C lines

D&O: improper management decisions 

related to the collection and storage of 

biometric data

General Liability: “personal Injury” 

offenses including oral or written 

publication of material that violates a 

person’s right of privacy 

Employment Practice Liability: 

“employment practices wrongful act,” 

e.g., discrimination, retaliation, wrongful 

termination 

Cyber Wording definition - example

PERSONALLY IDENTIFIABLE INFORMATION

Means:

i. information defined as private personal information under any statute or regulation

intended to be utilized for the enforcement of the protection of such information as it

relates to an individual;

ii. information defined as private personal information under any statute or regulation

requiring notice to individuals;

iii. Medical records or other healthcare information that relates to an identifiable individual; or

iv. Governmental issued identification information including drivers licence number, state

identification number, passport number, social security number; or

v. payment card numbers or financial account numbers in combination with the corresponding

security codes, access codes, pin numbers, passwords; or

vi. any other non-public information either singularly or in combination with other information

that can be used to reliably identify an individual.Practice to include a BIPA or privacy 

violation exclusion (mainly in the US)



Biometric in Insurance 
Focus on Cyber

Biometric affects the Wording:

- Expenses related to investigation, remediation and mitigation of a data breach

- Various expenses and damages arising from liability claims brought against an organization

- Fines and penalties for privacy violations

Biometrics data is covered in a regular Cyber insurance 

Exclusions specific for Biometric 

data / laws 

Potential implications for Cyber 

Insurance

Pricing of Cyber Polices with 

affirmative coverage / assessing 

the legal situation

Reduction of capacity (sublimits) or 

tightening of terms



Q&A


