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Why In an Actuarial Conference?

No one is spared in
cyber attacks
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Health insurer Medibank Private
hit by cyber attack

Posted Thu 13 Oct 2022 at 9:45am

customers for the :

Key points:

It is Australia's latest cyber attack after the
Optus breach last month, which affected
millions of customers

Medibank's ahm and international student
policy management systems are currently
offline

! Investigations into the cyber attack are
ongoing

The company said "unusual activity" had
been detected on its network on Wednesday,
but there was no evidence sensitive data,
including customer information, had been

accessed. McAfee Confidential | 3




Why

No one is spared in
cyber attacks

08:58 MU v o N A5 88%m
{0 @& abc.net.au/news/2022-1 < H
XXNEWS Q ® =

Health insurer Medibank Private
hit by cyber attack

Posted Thu 13 Oct 2022 at 9:45am

09:56 B U U B N Al 85%m

> @ straitstimes.com/singap = < H

THESTRAITSTIMES

Online mooncake scam:
27 people lose $325,000

i]‘] amon tl'] Updated: 5th September 2023

The Big Four Happiness Cookies X PIM#I &

In an Actuarial

02

Cyber Insurance

trending

YBER INSURANCE

A Corporate
A Individuals

Conference?

1740 03 - o N 44%e

(Y @ finews.com/news/englis < :

inews.com

Marlo Greco, CEO Zurich insuronce (Image: Zurich)

Tuesday, 27 December 2022 05:18

Zurich CEO Mario Greco:
«Cyber attacks will
become uninsurable»

The chief executive of one of Europe’s

biggest insurers warns that cyber
attacks, rather than natural
catastrophes, will become uninsurable as
the disruption from hacks continues to
grow.

Cyber attack is a risk to watch, Zurich CEO
Mario Greco told «The Financial Times»
(behind paywall) Monday. «What will become
uninsurable is going to be cyber,» Greco said.
«What if someone takes control of vital parts
of our infrastructure, the consequences of
that?»

Insurance executives have raised concerns
about this expanding risk as recent attacks
had seen hospitals disrupted, pipelines shut
and government departments targeted.
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Singapore
What is cyber insurance and can
it protect scam victims?

Even if you have a cyber insurance policy, it does
not mean you do not have to take precautions
against being scammed, an expert says.

i

SINGAPORE: Scam attempts are on the rise, and
millions have been lost through cyber threats
including phishing_ attacks and fake friend call

scams.

Insurance can help to recover monetary losses
for some victims, but existing policies only cover
certain types of scams.

And even if you are covered by insurance, it
does not mean you do not have to take
precautions against being scammed, an expert

McAfee Confidential |
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ntelligence 5 ) . - & united States 67 %
& United Kingdom 10 %
= Netherlands 10 %
# China 7%
= Russia 6 %

TOP ATTACKED

£ United States 41%
© India 19 %
© japan 18 %
#* Hong Kong 1%
= Spain n%

TOP NETWORK ATTACK VECTORS

TCP Flood
UDP Flood
DNS Flood
Low and Slow Attack
ICMP Flood

TOP APPLICATION VIOLATIONS

Access violations 47 %
’ Injections 24 %
Exploits 12 %
—— = Data theft 10 %
COLLAPSE Cookie poisoning 7%
WEB ATTACKERS
TOP SCANNED UDP PORTS
DDOS ATTACKERS
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What are we protecting in the digital world?
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What are we protecting In the digital world? Network

~
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The Person
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Network

Security is no longer
about protecting the devices

@

It Is about protecting

The Person
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This Is a physical
representation of the
YOU
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But in fact, this
IS the real YOU
both digital
and physical.

We trust most
of the time
where It Is
connected to.

McAfee Confidential | [ McAfee' 12



HACKED?
SCAMMED?

Do you even know |If
you have been
scammed?




HACKED?
SCAMMED?

g WOLRERERB R GThere are two types of
X ‘e | ol @ companies: those who
have been hacked , and
those who don't yet know

\ ™

John Chambers b Cisco CEO (1995 b 2015)
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Average ransom demand made against
Coalition policyholders

2021-1H

2021-2H

B Hacking b A Very
BB Lucrative Business @

55% of 1500 claims from 2019 b 2021
was due to ransomware

Organisation that did not pay the
ransom, total average cost of repair
amountsto US$5.12M

Compared to those who paid the .
ransom, the cost was US$4.49M .

Source: getastra.com: Ransomware attack statistics
McAfee Confidential | 16



True Story: Ransomware Victim
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(o is B¢ feeling pained.  *°*
15 May
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| was a VICTIM of RANSOMWARE! fa)

Lately, there is a worldwide Ransomware cyber attack.
Unfortunately, | fell in victim mid last month.

| was reading an email and clicked on the link for more
information. In the browser, all the text suddenly
became messy code.

Then a pop out said Font wasn't found, you need to
install new font for Google. So undoubtingly, | clicked
to install. Nothing happened.

Few hours later, | realised that | can't access my 80%
of my files! Jpg, psd, pdf, doc, xls, zip and others. All
important files are being encrypted... Even those
stored in my external hard disk that was connected to
my laptop.

Discard A

A Chrome Font v7.51.exe is not commonly

downloaded and may be dangerous.

But | still not aware of what's going on...
U McAfee
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It was until | opened a new browser, | saw an unfamilar
page pop out. Claiming that they have locked all my
files and demand a ransom for them to be unlocked.

Still thinking it was a prank, | ignored it.

The next day, | saw it again so | clicked upon the
authorisation button for more inforrmation.
Immediately, | was in an portal with live chat and some
options;

1. 2 FREE files restoration - to let you verify that they
can indeed restore your files. | did try out for one
random file. It was automatically restalled and you
have to download it.

2. File restore for $40 each.

3. Removal of the Spora Ransomware for $30

4. Puchase immunity to the ransomeware for $30

5. Full restoration of your files for USD187!

All yvour work and personal files were encrypted

To restore data, obtaining guarantees and support,
follow the instructions in your account.

(]

https://torifyme. com »

Personal Area

SG11A-DEOFH-ATAFF

What happened?

ery process
sible to find it

fnother questions? E-mail Us ¢ admin@spora bz

(& R L LA
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| have to succumb to the evil forces and pay for the
| PREE 303 303

| My Purchasings

files restoration... e o Q

Payment wasn't a breeze either as they do not accept S SEobs L WNDR §
paypal or credit card. Only BITCOINS! e

| tested a small amount of bitcoin was credited to the

ransomware account before | transferred the full sum FILE RESTORE|

over. Reference: You full decrypt price is 187 USD
Immediately after payment, an .exe file was generated T 1 AR

and
downloaded to restore all the files.

It was a blessing that all files are restored. However,
it is a painful lesson learnt. BitCoin Need Help?

accepted here

| have since purchased an antivirus and a malware Discount Paynent
removal security softwares to protect my system from
vulnerable attacks again... .

3

40%

O

FILE RESTOREl 20160416_1...

Current Balance: 0.00 USD

Deadline

Block Date: 20.04 @&
Username: Administrator 42D,

Public Communication

ook

IS 937RUSD

Messages: 8

THE MINIMAL SALLARY

I just sent you USD1.00 USD of
bitcoin but your system

calculator
you please
due on our

is incorrect. Can
adjust the amount
account? Thank you.

0 omg, blood sucker

. There is

difference by

bitcoin transfere. Thank you!

Please for
my ammount

@ I not have

full restore, with

bitcoins

| Wy Transactions

Date
20.04, 22:51

Send
Task Balance
File Decode -0.00
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Gone in 2 hours: Retiree loses
$70k in life savings after
installing fake Google Play app
on phone

By CANDICE CAl

Fake App Scam
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Woman who scanned QR
code with malware lost
$20k to bubble tea survey
scam while she was
sleeping

UPDATED 7 MAY 2023, 6:18 AM SGT ~

f ©
SINGAPORE - She visited a bubble tea shop
and saw a sticker pasted on its glass door,
encouraging customers to do an online survey

to get a free cup of milk tea.

What about Scams?
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S'pore housewife, 50, buys durian
via app, gets scammed, loses
$$53,780 life savings, S$7 left

Fiona Tan

Follow us on Telegram for the latest

updates: https://t.me/mothershipsg

Enticed by the durian deals she saw online, a
durian lover in Singapore fell hook, line, and
sinker into what was most likely a malicious

scam and lost nearly all of her life savings.
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At least 3,718 people lost
$12m to fake friend call
scams in first half of 2023

3,538 AMSGT ~

f ©

SINGAPORE - At least 3,718 people in the
Republic have lost no less than $12 million to
fake friend call scams since January.

Scammers call or text their targets, posing as
friends or acquaintances, and then ask for
financial assistance, the police said on
Wednesday.

Fake QR Code Scam

Too Good to be True
Scam

Fake Friend Scam

I McAfee



Fast & Easy Money?
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Chats . W g

online A ¥ 4
Mon, 2 Jan SGD 45.00 SGD 45.00
(] o)
Sorry to bother you. | am SAPPHIRE
Hi Tan here, heard from Mei ONG from Shopee's marketing I Invite friends._ Join Us

you are currently seeking for
an opportunity for some side
income isit? Do you mind if |

share with you some details?

Inv"‘efﬁeﬁdgr"w«wm Al et will change the w*-“mk - " -

department.

TEK57B @

I'm doing a market survey in

Singapore to find out how satisfied -, : - -

customers are with using Shopee U= c& 5 C_L
. . . Sales Records My Team Withdraw Security

and their shopping experience. You

can get 11sgd when you finish &5 ecount detalls

Yes. | m interested.

answering.

€ Agency service center
Click on this link to create an

2
account and we will send you the 1. Do you often shop on Shopee:

. ) Link bank account
money once you complete the A.: Yes, frequently

survey: M%D PR B.: Occasionally B oo
C.: Rarely

Do we know what —
we are clicking? Are you being

phished?

I McAfee



- Everywhere

L. SHOp
3 . .
| GIVEAWAY, -
( Please scan QR coftfy,
ra chance to Wi

Do we still know what
We are scanning?

How easy is It to
replace those
codes?

Be the first to w in
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Trending Scams
That Will Catch You Off - Guard

Scammersgoing  Offline
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X @ PTRBEFEST (ION Orchar.. <

storebdt.shop

$$150
$$3590

HTRREZE ST (ION Orchard) FU14EE, RITRE
TR EEEGUCCI GG Marmont Handbag [

S$150] /In order to celebrate the 14th anniversary of
ION Orchard, we decided to sell limited direct sales of

GUCCI GG Marmont Handbag [S$150 only]

$$150.005$-3590:00 End of distance:EEHEI™

g

Special Offer ‘ ‘ Promotic~ |

X @ DTRHEEFREST (0N Orchar.. <

storebdt.shop

(ION Orchard) FAk143..

* Choose a plan

['Only order the top 99 lucky customerss GG
Marmont Mini shoulder backpack One piece S$150

Only order the top 68 lucky customers) GG
Marmont Mini shoulder backpack Two piece S$229

Section 1 piece(Selected)GG Marmont 'BLACK1 *1

Color:

N . m‘{ AT

GG Marmont GG Marmont GG Marmont P
'BLACK. WHITE INK

Order price S$ 150

*name
Please fill in your name
* mobile
Please write down your usual mobile phone number

place order

Scammersgoing Pro

Gu QN 3

Manager, IT/Cybersecurity Compliance
United States - Contact info

51 connections

€ (o) (o)

Linked [}

Scammers are
trained to go all out

to get us.

Are we ready for it?

I McAfee



Trending Scams
That Will Catch You Off - Guard

Scammersgoing  Offline

1505 @ o=l 5%

X @ PTRBEFEST (ION Orchar.. <

storebdt.shop

I Guccr

ATKMBZE ST (ION Orchard) F14EE, HITRE
$E#1TREBEEGUCCI GG Marmont Handbag [1%&
S$150] /In order to celebrate the 14th anniversary of
ION Orchard, we decided to sell limited direct sales of
GUCCI GG Marmont Handbag [S$150 only]

$$150.005$-3590:00 End of distance:EEHEI™

g

Special Offer ‘ ‘ Promotic~ |

Sold: QU

] Order query

150789
X @ DTRHEEFREST (0N Orchar..

storebdt.shop

* Choose a plan

['Only order the top 99 lucky customerss GG
Ma Mini shoulder backpack One piece S$1

Only order the top 68 lucky customers) GG
Marmont Mini shoulder backpack Two piece S$229

Section 1 piece(Selected)GG Marmont 'BLACK1 *1

Color:
- g A - & -
\ =
AN
GG Marmont GG Marmont GG Marmont P
'BLACK. WHITE INK

Order price S$ 150

*name
Please fill in your name
* mobile
Please write down your usual mobile phone number

place order

2Z&- 275 (ION Orchard) FA14f3...

Scammersgoing Pro

Invitations Linkedm See all 51

, kathy [
. _.y ; ; : : . : : Ignore Accept
{2 Six years in the beauty industry Skin comprehensive anti-aging senior expert ...

Hello, may | ask you a question?

Reply to Kathy

Hello sir, nice to connect with you on Linkedin, may | ask you a question?

Reply to Samir

o - Caceept)
Technical Directo Ignore

Scammers are

trained to go all out
to get us.
Are we ready for It?

I McAfee






Al Imaging

How much can we change in a photo?

Perspective
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Which set iIs REAL?
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Can we stop it?

'singaporezoo.online/en/ticketing U MeAfee® WebAdvisor - Websie % + v — (] x 1631 U A @ © N 70%e
Mandai N / Buy Now cC o * McAfee® WebAdvisc | chrome-extension://fheog... 12 ¥ < Threatlist
‘WILDLIFE RESERVE V
This is not a Mandai Wildlife Reserve )
owned URL as the domain is not www.mandai.com U McAfee | webAdvisor o

"_ Review threats

Let's handle these threats together.

(@ How does handling threats work?

Select the number of tickets you need

. . . B Cheap Durian SG App
Website status: Risky @ & ©
Singapore Zoo Admission https://singaporezoo.online MALWARE
Discover the world's best rainforest zoo, home to over 300 species of We regularly scan websites for dangerous or risky T
mammals, birds and reptiles. activity, and this site might contain content that
ldh ter.
Tram service is included in your ticket. couldharm your computer
Tickets for local residents * Tickets for non-residents
I.am a local resident 1000
Adult S 4500 - 0 &
peY 5 L : I'll handle them later
} ! f ey y )
joper t pe y king t X0 Child ssu%go = 0 + Think this site is actually safe? Submit a ticket.

Looks real, Not everything , but

Devil is in the tools can help you.
dEtaIIS McAfee Confidential | [ McAfee' 29
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THESTRAITS TIMES

Over 40,000 Goldheart
customers’ data allegedly
leaked online; PDPC

investigating

The database was shared on hacking forums and the Dark Web
around May 20. PHOT( FILE

UPDATED 31 MAY 2023, 10:55 PM SGT ~ f ©
SINGAPORE - Hackers have leaked a database
they claim contains the personal details of
more than 40,000 customers of local jewellery
chain Goldheart.

The database was shared on hacking forums
and the Dark Web around May 20 and appears
to contain the records of those who signed up
for an online account with Goldheart from
2015 to 2022.

c shop.goldheart.com.csv

ID,Name,Email,Group,Phone,ZIP,Country,Stat
e/Province,"Customer Since","Web
Site","Confirmed email","Account Created
in","Billing Address","Shipping Address","Date |
of Birth","Tax VAT Number",Gender,"Street
Address",City,Fax,"VAT
Number",Company,"Billing Firstname","Billing
Lastname","Account Lock","GH Customer ID"

=2

==

2

’ shop.goldheart.com / 42k cust

{ _ Official Channel

ey ~

What about
data breaches?

Whose fault?

Does it affect my
personal information?

How can hackers use my
Information?

[eCommerce] Sir ! zada.s
address, name, phone, partial credit cards) - Sample: view sample

[Food and Drink] Singaj [ ;

10:44 B 0N R 68%m

{) @ channelnewsasia.com/s < c
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Best News Website or Mobile Service e Digital Media Awards Worldwide 2022

Top Stories  Latest News Discover  Singapore  Asia

Singapore

RedMart fined $$72,000 for data
breach resulting in online sale of
customer data

The names, email addresses and other personal
data of around 898,791 individuals were stolen from
a database in September 2020 and later put up for

sale online.

CNA: 2Pt Dec 2022

5g - 1,1 million - Year 2020 - (email, password oscommerce,

com - 2,8 million - Year 2020 - (email,

1758 BE 0 -«

> @ straitstimes.com/singap

THESTRAITS TIMES

NRICs, home addresses of
doctors among data
leaked from Academy of
Medicine, Singapore

The group responsible - Lockbit 3.0 - put the data on the Dark
Web for free at 4.41am on Sept 10

JPDATED 12 SEPT 2023, 0:20 PM SGT ~ f ©

SINGAPORE - The personal information of
some 50 doctors linked to the Academy of
Medicine, Singapore (AMS), including senior
figures in the medical fraternity, has been put
up on the Dark Web by a Russian-based
ransomware gang since Sunday.

In the 13.69GB database obtained by The
Straits Times, personal information such as
NRIC numbers and home addresses can be
seen, as well as the log-in credentials for AMS’
social media accounts, and a list of its staff and
their mobile phone numbers.

Straits Times: 12" Sep 2023
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ASHLEY MADISON}?
Life is short. Have an affair’
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ASHL

ASHLEY MADISON
Life is short. Have an affair.

SEE YOUR MATCHES
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KrebsonSecurity

In-depth security news and investigation

Online Cheating Site
AshleyMadison Hacked

July 19,2015

Large caches of data stolen from online cheating
site AshleyMadison.com have been posted online
by an individual or group that claims to have
completely compromised the company’s user
databases, financial records and other proprietary
information. The still-unfolding leak could be quite
damaging to somof the hookup
service, whose slogan is “Life is short. Have an
affair”

ASHLEY
MADIS~N®

Life is short. Have an affair.

‘anonymous members!

S ON”

AM AND EM MUST SHUT DOWN
IMMEDIATELY PERMANENTLY

We are the In
We have taken over all systems in your
all customer information databases, soulg

on domains,
| records, emails

Shutting down AM and EM will cost you,
We will release all customer record proﬂles wlth
sexual fantasies, nude pictures, an: 1

transactions, real names and addre
Avid Life Media will be liable for

hce will cost you more:
customers’ secret
Nl’llng credit card
ts and emails.
ps of users.
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android

android.com/find

@€ios

icloud.com/find

© Find My Device x 4+

. C O @& google.com/android/find/

Google Find My Device

Galaxy S22 Ultra

Last seen just now

8 58%

[J» Praysounp

Device will ring for 5 minutes, even if set to silent

&] SECURE DEVICE

Lock device and sign out of your Google Account. You
can also display a message or phone number on the
lock screen. You can still locate the device after it's

locked
May require sign-in.

%]  ERASE DEVICE

Delete all content from the device. Once your device

has been erased, you can't locate it

May require sign-in

4 Singtel C

>

SIS
aran Tem

@

P

| Hang Je

he Deck‘

Sels

ulai 9
tTree

Googl

& iCloud Find Devices x 4

€ C O & idoud.com/find/

@ iCloud Find Devices

<) [
Play Sound Lost Mode Erase iPhone

School

#Maps .. oA

3
8
z
]
g
8

Woodioig

Enable more factors of

14:59 Oek v BN AR 52% e

< Two-step verification

Two-step verification is on. You'll need to enter your PIN if
you register your phone number on WhatsApp again

@ Tumnoff
B8 ChangePIN

Change email address

McAfee Confidential |

authentication (2FA/MFA)
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